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1. Port Mirroring

Testcase [Port Mirroring
1. Connect 2 PC’s for 1 switch.
2. Assign Ip address in both PC-1 and PC-2.
3. Run Wireshark in PC-2.
4. Ping Switch from PC-1 or telnet Switch from PC-1.
VLAN -1
IP Address of Switch — 192.168.0.1/24
Procedure
IP Address of PC-1 IP Address of PC-2
192.168.0.15/24 152.168.0.10/24
Switch Configuration:
switchl config#mirror session 1 destination interface g0/2 portbased
switchl config#mirror session 1 source interface g0/1 both
switchl config#
switchl config#show mirror session 1
. . Session 1
Configuration
Destination Ports: g0/2
Source Ports:
RX Only: None
TX Only: None
Both: g0/1
Telnet Packets from PC to switch and its reply
Test result
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1 [ telnet [=
No, | felnet Source Destination Protocol Length Info

858 2024-09-24 192.168.8.1 192.168.0.15 TELNET 6@ Telnet

860 2024-09-24 192.168.6.1 192.168.6.15 TELNET 1083 Telnet

861 2024-09-24 192.168.8.15 192.168.0.1 TELNET 60 Telnet

865 2024-09-24 11:06:56.638533 192.168.8.15 192.168.0.1 TELNET 72 Telnet

866 2024-09-24 11 0.641766 192.168.0.1 192.168.8.15 TELNET 6@ Telnet

867 2024-09-24 11:06:50.642452 192.168.0.15 192.168.8.1 TELNET 64 Telnet

2001 2024-09-24 149.611627 192.168.8.1 192.168.0.15 TELNET 60 Telnet

2002 2024-09-24 9.637364 192.168.6.15 192.168.0.1 TELNET 60 Telnet

2002 2024-99-24 11:13:49.627723 192.168.48.1 102.168.8.15 TELNET 103 Telnet

2084 2024-99-24 192.168.8.15 102.168.8.1 TELNET 6@ Telnet

2008 2024-09-24 192.168.9.15 192.168.0.1 TELNET 69 Telnet

2009 2024-09-24 192.168.0.1 192.168.9.15 TELNET 60 Telnet

2010 2024-09-21 192.168.0.15 192.168.0.1 TELNET 64 Telnet

Ethernet IT, Src: Dell 3e:37:87 (8c:@d:ba:3e:37:87), Dst: AlphaBridgeT a@:4c:3e (c8:
Internet Protocol Version 4, Srci 192.168.0.15, Dst: 192.168.0.1
v Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: ©
Checksum: 0x4350 [correct]
[Checksum Status: Good]

@ 7 internet Control Message Protocol: Protocol
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> Frame 858: 60 bytes on wire (480 bits), 6@ bytes captured (480 bits) on interface \Device\NPF © 8C ©4 ba Je 37 87 <8 6b bc a0 4c 30 08 00 45 00 7k --Le-E
> Ethernet II, src: AlphaBridgeT_a@:4c:3@ (c2:6b:bc:ad:dc:3e), Det: Dell 38:37:87 (sc:@a:ba:ze: L ?'? a1 fb g" e ff 06 38 ;1 [E a8 @0 1 €@ a8 4o BQoco -
- X N @0 of 00 17 ds s 31 39 c1 bc 8b 80 ca 8 5@ 18 19 e
> In(erng( l_’r'otocol version 4, Src: 192.168.@.1, Dst: 192,168.9.15 ab 68 60 88 00 00 Ff fb 01 00 0 60 o
> Transmission Control Protocol, sr¢ Port: 23, Dst Port: 55302, Seq: 1, Ack: 1, Len: 3
> Telnet
[community I0: 1:dznUpycagThhyxNbNFpIwmiIMIu=]
© 7 Telnet: Protocol Packets: 2017 - Displayed: 13 (0.6%) || Profile: Default
= ENG a
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fcmp Source Destination Protocol  Length Info
1 fmpv6 24 11:13:07.611661 192.168.0.15 192.168.0.1 1cHP 74 Echo (ping) request id=0x0001, seq=3749/42254, tt1=128 (reply in 1855)
2024-69-24 11:13:07.611848 192.168.9.1 192.168.0.15 P 74 Echo (ping) reply  id=exe001, seq=3749/42254, ttl=255 (request in 1854)
2024-09-24 11:13:08.631650 192.168.0.15 192.168.0.1 P 74 Echo (ping) request id=6xe001, seq=3750/42510, tt1=128 (reply in 1859)
2024-69-24 11:13:08.631844 192.168.0.1 192.168.0.15 e 74 Echo (ping) reply  id-0x0001, seqe3750/42510, tt1-255 (request in 1858)
2024-09-24 11:13:09.651692 192.168.9.15 192.168.0.1 1 74 Echo (ping) request id-0x@001, seq=3751/42766, ttl=128 (reply in 1861)
2024-09-24 192.168.0.1 192.168.0.15 1cHP 74 Echo (ping) reply  id=0x0001, seq=3751/42766, tt1=255 (request in 1860)
2024-09-24 192.168.0.15 192.168.0.1 1M 74 Echo (ping) request id-6x@001, seq-3752/43022, tt1-128 (reply in 1865)
2024-09-24 11:13:10.671858 192.168.0.1 192.168.0.15 109 74 Echo (ping) reply  id=exe001, seq=3752/43022, ttl=255 (request in 1864)
2024-89-24 11:13:11.689242 192.168.9.15 192.168.0.1 1cHP 74 Echo (ping) request id=6xe001, seq=3753/43278, tt1=128 (reply in 1869)
2024-09-24 11:13:11.689332 192.168.0.1 192.168.0.15 cHp 74 Echo (ping) reply  id-exe0a1, seq=3753/43278, ttl=255 (request in 1868)
2024-09-24 11:13:12.711551 192.168.9.15 192.168.0.1 cHP 74 Echo (ping) request id=exe001, seq=3754/43534, ttl=128 (reply in 1871)
2024-09-24 11:13:12.712370 192.168.0.1 192.168.0.15 e 74 Echo (ping) reply id-0x0001, seq=3754/43534, ttl=255 (request in 1870)
2024-09-24 192.168.0.15 192.168.0.1 P 74 Echo (ping) request id-exe001, seq«3755/43790, ttl«128 (reply in 1875)
1875 2024-09-24 192.168.0.1 192.168.0.15 CHP 74 Echo (ping) reply  id=0x0001, seq=3755/43790, ttl=255 (request in 1874)
1876 2024-09-24 192.168.0.15 192.168.0.1 1M 74 Echo (ping) request id-0x0001, seq-3756/44046, tt1=128 (reply in 1877)
1877 2024-09-24 g 192.168.0.1 192.168.0.15 1 74 Echo (ping) reply  id=0x@001, seq=3756/44046, tt1=255 (request in 1876)
1880 2024-09-24 11:13:15.761474 192.168.0.15 192.168.0.1 1P 74 Echo (ping) request id=exe001, seq=3757/44302, tt1=128 (reply in 1881)
1881 2024-09-24 11:13:15.761670 192.168.0.1 192.168.0.15 I 74 Echo (ping) reply  1d«ex0001, seqe3757/44302, tt1«255 (request in 1880)
1884 2024-69-24 11 6.781417 192.168.90.15 192.168.0.1 cHP 74 Echo (ping) request id=exe001, seq=3758/44558, ttl=128 (reply in 1885)
L 1885 2024-09-24 11 6.781553 192.168.0.1 192.168.0.15 1cHp 74 Echo (ping) reply  id=0x0001, seq-3758/44558, tt1=255 (request in 1884) [
L 1888 2024-09-24 11:13:17.801063 192.168.0.15 192.168.0.1 1P 74 Echo (ping) request id-0x0001, seq-3759/44814, ttl-128 (no response found!)
Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\npl 8 6b bc ap 4c 30 8c 4 ba 3e 37 87 08 €0 45 00
00 3c 00 00 80 01 58 fd co a8 00 of co a8

67

0a b 61 62 63 64 65 66

Profile: Default

a

Packets: 1888 - Displayed: 955 (50.6%)
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